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THE YEAR I8 1975. The place is a suburb in the United States. The setting is a record-control society that could make
George Orwell’s Oceania almost look like a haven of privacy.

At seven A.M., our typical citizen, an engineer named Roger M. Smith, wakes up, dresses, has breakfast and gets
ready to commute by car to his office in Central City. Already, heat, light and water records fed directly from his
home to the Central City Utility Corporation (for purposes of billing and use analysis) provide data that can
establish when Smith got up and just how he moved through his house.

Smith takes his car out of the garage and drives onto the wurnpike, heading downtown. As he reaches the tollgate,
his license plate 1s automatically scanned by a television camera and his number is sent instantaneously to an on-line
computer containing lists of wanted persons, stolen cars and traffic-ticket violators. If Smith's plate registers a positive
response, police stationed [00 yards along the turnpike will have the signal before Smith’s car reaches their position.

As he stops at the tollgate, Smith gives the initial performance of what will be a ritual repeated many times dur-
ing the day. He places his right thumb in front of a scanning camera. At the same time, he recites into the unit's
microphone, “Smith, Roger M., 2734-2124-4806.” Roger has just used his thumbprine, voiceprint and personal
identification number to carry out his first financial transaction of the day.

Roger’s inputs are carried swiftly by data line to the Downtown National Bank, the central depository of Roger's
financial account. Though he may have accounts in other banks throughout the country, these are all registered and
monitored by the bank in Smith’s place of residence or work. When the thumbprint and voiceprint recorded at the
tollgate are compared with the bank’s master prints, establishing that it is really “Smith, Roger M., 2734-2124-4806,"
the bank’s computer posts a 75-cent charge to his account and flashes a 75-cent credit to the bank holding the
Turnpike Authority account.

"Throughout his typical day, when he parks at the Triangle Garage, is registered in and out of the company office
for payroll verification, has lunch at Jimmy's East, makes purchases at Macy's, goes to Central City Stadium for
a ball game, places a bet on the daily double, buys plane tickets, settles his hotel bill or buys 500 shares of Electronic
Computers Unlimited, Roger Smith will use no cash. Money has been eliminated, except for pocket-change transactions.

Of course, all of Roger's regular, continuing obligations are paid automatically from his account—his mortgage
installments, insurance premiums, magazine subscriptions, organizational membership dues, etc. Those continuing
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accounts that fluctuate monthly are also verified and paid automatically—medical bills, psychiatrist’s [ees, gasoline
charges, telephone bills, pay-TV account, book-club purchases, etc. All inancial credits to Roger’s account, each care-
tully 1dentified as to the source and classified as to the basis for payment, go directly to the bank, not to Roger.
Roger’s various Federal, state and local tax obligations are determined by computer analysis and are automatically
paid when due.

This is a superb system—efficient, practical and far cheaper than the money economy with which mankind fum-
bled along for so long. But one by-product of the cashless society is that every significant movement and trans-
action of Roger Smith’s life has produced a permanent record in the computer memory system. As he spends,
uses and travels, he leaves an intransmutable and centralized documentary trail behind him. To those with access
to his financial account, Roger Smith’s life is an open tape.

But the daily denuding of Roger Smith has only begun. For every person in the United States in 1975, there
are four master hles. His complete educational record, from preschool nursery to postgraduate evening course in
motorboat economics, is in an educational dossier, including the results of all intelligence, aptitude and personality
tests he's taken, ratings by instructors and peers and computer analyses of his projected educational capacities.

Roger’s complete employment record contains entries [or every job he has held, with rate of pay, supervisors’
evaluations, psychometric test results, recommendations, outside interests, family milieu and a computer-analyzed, up-
to-date job-security profile. All of this is available for instant print-out when an employer wants to consider Roger for
a job or a promotion.

Roger’s financial file is probably the largest. It contains a selected history of his financial transactions, from his
earliest entry into the computerized economy to his latest expenditure for a new Carramba-35 sports car. His patterns
of earnings, fixed expenditures, discretionary spending, computer-projected earning capacity and sunilar items are all
kept ready, so that decisions involving loans, mortgages, insurance and other credit-line transactions for Roger
Smith are made with full knowledge of his fiscal history.

Finally, there is Roger’s national citizenship file. This is a unified Federal-state-local dossier that contains all of
Roger’s life history that is “of relevance” to Government. In 1975, that is quite a broad category. It includes his birth
facts and permanent identification number, his educational file in full (after all, it was either public education or

article By ALAN WESTIN if the government has its say, the budget department’s glant

computer will take the fivst step toward stripping away your last vestiges of privacy
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publicly assisted), his military service, all
the information from his license applica-
tons, income-tax records and Social Se-
curity data and, if he now works or
worked in the past as a Government
employee, consultamt or comracior, his
public employment record and assorted
security clearances. If Roger was ever ar-
rested lor a crime other than a minor traffic
violation, a spedal publicoffender intel-
ligence file is opened on Roger Smith
that includes a large base of uformation
relating 1o his educational, employment,
military, Family and civic activity. Citizen-
ship hles also indude a personal-health
category, developed to aid publichealth
measures and to assist individuals caughe
in health crises away from their home
physicians. This contains a complete medi-
cal dossier from birth condition and psy-
chosexual development 1o reports of last
week’s  immunization  shot,  cardiogram
flutter or exiended-depression check-up.
Most importam of all, these four master
files on education, employment, finances
and citizenship can be put together into
one unified print-out whenever a Govern-
ment agency with subpoena power chooses
to do so.

For purposes of economic forecasting,
demographic studies and behavioral pre.
diction, the data base such a dossier
society has created provides unequaled
opportunities  for research  and  policy
amalysis. For enforcement of public pro-
grams—educational reforms, integration
rules, cnme control. menual health—the
national fle system brings unparalleled ad-
vantages. But crudal elements of privacy
in a [ree society, such as the partial ano.
nymity of life, limited circulation of per-
sonal information and preservation of
confidence in certain intimate relation-
ships, are the bleeding casualties of a
dossicr society. For the Roger Smiths of
1975. life is by, on and lor the record.

How does the record net work? For
Roger Smith, who started work as an
engineer at Consolidated  Technics  in
the “old personnel system” days of 1965,
the flash ol understanding came when he
was considered for the key promotion of
his cGireer, a possible move from engineer-
ing supervisor at Consolidated Technics
o deputy vice-president for engincering
at General Space, Incorporated. As Roger
sat in the office of the information-system
analyst (formerly personnel  director) of
General Space, he lound himself staring
at a print-out that had just been handed
1o him. It was titded “Inconsistent Items
lor Personal Explanation at Assessment
Interview.” As he scanned the list, he
lound these iems:

1. High School Personality Test
Profile. High score on the Fosdick
Artistic and Lierary Interest Inven-
tory; technical career rated “doubt-
ful ”

2. Criminal Record. Disturbing-the-
peace  conviction, Daviona  Beach,

Florida, age 18. Speeding tickers,
New Jersey Turnpike, 1973, 1974.

3. Civic Activity. Signed antidralt
petition circulated by Colgae Uni-
versity  chapter, Make Love Not
War Society. Door registers showed
atendance  at campus  lecare by
George Lincoln Rockwell, age 20.

4. Income Management  Raling.
B—. Average annual personal loan
held during past five years—33000
to S5000. Balance in savings account
on April 1, $21741.

“If you have studied this  long
enough,” the information-system analyst
broke in, “let me briefly explain our pro-
cedure here 10 you. You are one of four
men being considered for this position.
We want you to take as much time
you need 1o write out an explanation of
these items in your record. Your answers
should be in erms of how these items
might aftect a possible carcer for you
here at General Space, Incorporated,
Keep in mind that we do seventy-five
percent of our work lor the Federal Space
Voyage Program, and that involves classi-
fied information. The explanations you
give us will become parte of your general
personnel hiles, ol course, induding the
disposition we make of your employment
review,

“Since this is the fist time you seem
to have applied for a job under the new
computerized career-analysis system, let
me reassure you that this is not an unu-
sually large number of inconsistent items
to be presented with. Your complete file
runs close 1o wo hundred and filty pages,
which is about the average length for a
man ol your age. However, I think it is
only fair to tell you that two of the men
being evaluated for the position have no
inconsistendies o comment on as part of
their personal interviews. Alter you have
done this on several occasions, you will
probably get wsed to . .. "

At this point, Rod Serling should ap.
pear on the elevision screen, grin his
rafish grin and say, “Portrait of life in
a fish bowl, somewhere in the Twilight
Zone.” We should all be able 10 smile
appreciatively at his superb science-fiction
imagination and then check the laie movie
on channel two. The trouble is that Roger
Smith’s dilemma is closer 1o reality than
we think, both wechnologically and as a
matter of social trends in America.

Consider first the question of technio-
logical feasibility. The average person
knows that computers can colleat and
store vast amounts of data, search this
with great swiltness, make comparisons
and collations and engage in machine-to-
machine exchanges ol data, all at quite
reasonable cost per bit of information.
Despite this general awareness, there is
still a common endency to believe that
“technological  limitations™ make it im-
possible o collect information for a

dossier system ol the demil described for
Roger Smith,

Such a beliel is stmply nonsense. To
illustrate this fact, we need only look
at one data memaory  process rt:(.cmly de
veloped by the Preasion  Instrumem
Company of Palo Alto, California. This
S}"Sl(.'l!l Uses b onc-wail, cont illll()ll.‘i—“’il\'(‘
argon laser 10 burn minute “pits” in the
opaque cating of plastic computer rape.
The laser is so precise and can be focused
so intensely that each pit is only oue
micron, or 000039 inch in size. Where
normal recording has been about 5600
bits of information on an inch of mag-
netic tape, the new laser process Gin put
645,000,000 bits in microscopic parallel
rows on cach inch. And the recording
process achieves speeds of 12,000,000 bits
per second.

Once recorded, the information is per-
mancntly available for use. To read the
data. a lower-powered laser beam exam
ines the tape as it flies past at high veloc-
ity, translating the light hat shines
through the pits into an electrical pulse
that is sent to a print-out machine or a
computer for further use.

In terms of a dossier society, the laser
memory  system means  that a single
4800-foot reel of one-inch tape could
contain about 20 double-spaced typed
pages of data on every person in the
United States—man, woman and child.
It would take only lour minutes to re-
trieve a person’s dossier under such a
system. With 100 reels of tape, stored in
a room no larger than 15 feet by 20 feet,
2000 pages of data could be maintained
on every American. Allowing extra time
to locate the particular reel on which a
subject’s file was stored. his entire 2000-
page dossier could be rewieved in about
ten minutes.

The cashless society lies equally with-
in technological reach. Enough comput-
ers could easily be produced to handle
the volume of ansactions that would
be generated by an antomatic economy.
Remote-point inquiries and inputs from
small desktop units 0 a cenural computer
are in common use today in airline- and
hotel-reservation systems. New types of
telephone instruments, such as the Bell
Touch Tone card-dialing system, allow
bills 1o be paid from the home and per-
mit merchants o verify availability of
funds before releasing products 1o pur-
chasers.  Vending machines  have  been
developed that use opuical scanmers to
accept aedit cards. Though  there  are
still some problems in achieving unique
identification of each individual by sin-
gle fingerprint or voiceprint, simultane-
ous use of these techniques could now
prevent all but the most claborately con-
ceived [rauds. Any losses of this kind
would probably be far less than those
currently sustained by check forgery and
stolen  credit  cards.  Technologically,
then, we now have the capability of

(continued on page [52)
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installing i computerized economic system,

Even though both the dossier network
and the automated cconomy are techno-
logically possible, this does not mean
that American society has to use its ca-
pabilitics in this way. Why shouldn’t we
dismiss this prosprct as something that
Government and  private  organizations
would never think of adopring? The an-
swer is that several basic social wends in
American life have been moving us in
preciscly such a direction during the past
two decades.

The fhrst of these nends is the enor-
mous expansion ol information gathering
and record keeping in our socicty, Part-
Iy, this stems from factors such as the
increasing complexity of our industrial
svstem,  the  expansion ol regulaary,
wellure and  security lunciions by Gov-
ernment and the growth ol large-scle
bureancracies in our (orporations, umni-
versities, unions and churches. Partly. the
growth in recond colleaion stems from
the hcakdown of  maditgonal,  lace-1o-
face techniques for personal evaluation
of individuals by authorities. In an age
ol increased personal mobility, nationali-
zation ol culture and standardized mass
education, when so many people within
cach socioeconomic group look, talk and
think alike, “the fle” becomes the Gov-
crnment’s instrument  for  distinguishing
among them.

Similarly, the turn ol social science

ational or intercsisceking models
of human motivation to heavily psycho-
logical and sociological explanations of
human behavior means that masses of
highly personal data must be collecred to
analyze events “scientifically” and make
wise choices in public  policy.  Sell-
disclosure by individuals, then, becomes
an obligation of good dtizenship in the
modern age, as well as an act of [aith in
“scicnee.”

Thus, when each American
reaches the gatckeepers ol public and
privite authority, the ofhcial's basic re-
sponse is to open a hle on him. ask for
extensive self-revelation. conduct  inde-
pendent investigations and share infor-
mation with other certihed hle managers
of our society. Il anyone thinks this is an
exaggerated portrait. just stop and think
for one moment: How many Govern-
ment forms and reports on yoursell or
vour family did you hll out dwing the
past yerz How many questionnaires did
you answer about voursell? How many
[I)ro;.:russ reports on vour activities did vou
file with fimandal, employment and or-
ganizational anthoriticsz How many in-
vestigations of yoursell do vou think were
conducted without vour knowledge? How
many investigators asked you about other

today
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(continued from page 132)

others did yvou comr:bute to the perma-
nent hlesr Did you ever refuse o answer
questions about others or vowrsell? Do you
know anvone who did?

This growth of investigations, dossiers
and anformation  sharing  has been, of
course, enormously aceelerated by the ad-
vent of the computer. Now, private and
public organizations can process 10, 50,
100 times as much personal information
about their employees. clients or wards
thamn was ever possible in the evas of print,
paper and analysis by eves and ems. The
older barriers of 1oo much cost. not enough
time and o much emvor that once pro-
tected privacy of  personal  transactions
have been overcome by the computer in
just the same way the anviers of closed
rooms or open spaces that once protected
privacy of conversation have been swept
awav by new clearonic eavesdropping
devices.

The impact of the computer is not just
cconomic. however. s real force is on
the mental processes of our society. in
the way we think we should make dea
sions once we have machines that ave
capable ol accepting. storing and process-
ing so much information. When machines
G store so much data, and so many
questions that we once thought bevond
our capacities 1o reselve cin be answered
factually and logically, our sodicty comes
to expect thin decdsions of  business,
government and science ought to be based
on amalysis of all the data. Anyvone who
advocates withholding the necessary data
from the inlorminion systems in the name
ol Iragile values such as privacy or libenty
may be seen as blocking man’s most prom-
ising opportunity in history—to know
himsell and o make more rational, more
prediciable decisions about human aflairs.

These technological capabilities and
social pressures became a tangible issue
for the American public with current
proposals w0 ocare a national  data
center. For years, computer-industry lead-
crs, Government data colleaors and social
scientists had  been exchanging  wistlul
memos on the need o bring togcther
the statstical data gathered and held
scparately by wvarious  public  agenaes,
Though this was felt to have great value
for statistical rescarch, it was generally
believed  that  cost  [actors.  technical
problems and an “unready”™ public opin-
ion made such a data center something
lor the luture.

In 18965, a commitice of the Social
Science Research Counal recommended
that the Federal Burcan of 1the Budget
create  a national center  for  “socio-
cconomic” data. The 5.5, ROCoas one of
the leading private spounsors ol acidemic
rescarch, and the Budger Burvean is the
I'resident’s chiel coordinating instrument
for Executive agencies. The report point-
ed out that bucaus within 21 major

Federal agencies had accomulited more
than 600 bodies ol statistical dara on
30,000 computer tapes and 100,000,000
punch cards, that there was a risk ol de-
struction lor some ol this data and that
what was kept was not being coordinared
ciiectively for analviical use.

The Budger Burcau responded by hir-
ing a management consultant named Ed
gar 5. Dunn, Jr. to study the issue. Late
in 14565, he reporied that the daticenter
idea was excellent. Computer technolo-
gy. he noted. now made possible statisti-
cal aids to public policy analysis that had
never been possible belore. At the same
time. important new Federal responsibil-
ities for urban renewal. health. antipov
crty. education and civil rights programs
made amalgamation ol statistical daia
essential. Dunn obscrved that the nu-
ceus of the cemer could be some 904
tapes that had been identihied as the
most important of the Federal daa pool.
These would be drawn from housing and
current population data held by the Cen-
sus Burcau. consumer-expenditure  sur-
veys and indusory-labor data from  the
Burcau of Labor Statistics. Social Securi-
ty data and Imternal Revenue Service
records.

The Dunn report recommended that
the Budget Burcau ask Congress lor a
small appropriation in 1967 1o prescrve
the 9000 key tapes and o start design of
the data center. The proposal seemed o
be gaining momentum when the Budget
Burcau named a task force in December
1965 to make over-all recommendations
for more ellective utilization of Federal
data. This commitiee, chaired by Profes-
sor Carl Kaysen, an econonust who had
scrved with the Kennedy Administration
anl is now chairman of the Institue for
Advanced Study at Princeton, was ex-
pected 1o give the data-center proposal
warm endorsement. About the same time,
the press reported that another Federal
Executive commission had wrged the aea-
tion ol a computerized national employ-
ment service: this would contain personnel
files on persons secking emplovment and
would be used o match prospective em-
ployees with new job openings. Yet an-
other Federal study group reponed in
1965 that a national citizens” medical data
bank would be desirable and woukl prob
ably be established “in the next decade.”

To those lamiliar with the Washing-
ton political process. 1t looked as though
the Tull Exccutive “softening up process™
was at work. Prestigious private groups
had called on the Executive branch 1o
move forward with a badly needed pro-
gram. Executive task lorces had athirmed
the necessity and feasibility of the pro-
posal. Il no Congressional authorization
had been needed to go ahead with this
“technical program™ and il existing lunds
could have been wvsed lor the carly design
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studies. the national data center might
well have been launched.

But 1966 was a vear too full of public
alirms over Big Brother technology for
this propesal to slide by unvoticed. In
carly 1966, two Congressional subcom-
mittees that had specialized in probing
invasions of privacy by Exccutive agen-
cies—one under Congressman Cornclius
Gallagher of New Jersey and the other
chaired by Senator Edward V. Long of
Missouri (sce Big Brother in America,
rravsoy, January 1967)—began studving
the proposed data center. and with scrious
initial reservations. While they were doing
so, the Wishington press corps learned of
the idea: a series of sharp attacks on the
Dunn veport appeared in leading nation-
al magazines and newspapers  during
May and June 1966, The libeval bash-
mgton Post headlined uts story, "CEXNTER
FOR DATA OX FVERYRODY RECOMMENDED.”
“Apparently no secrets would be  kept
from the data center.” the Post con-
cludvd. The conservative {78, Newy &
World Reporl was even more alarmed.
In “A GOVERNMENT WATCH OX Z00.000.000
Astericans.” U. 8. News warned its read-
ers: “Your life storv may be on hle with
the Government before long, subject to
official scrutiny at the push of a bunon.”
In addition. several articles were written
about the millions of investigative files,
or dossiers. that were being  colleced
recularly on American atizens by Gov-
ernment  agencies  and  private  credit
burcaus. The public began to realize just
how much personal inlormation wis going
into public and private information files.

Though Senator Long held a two-day
hearing that explored the Dunn report.
the full-dress confrontation on the na-
tional duta center came in July 1966,

when the Gallagher subcommittee called
Exccutive agency oflicials in to testify. The
principal witnesses were Edgar Dunn
and Ravmond T. Bownun. Assistant Di-
rector for Statistical Standards of the
Budget Bureau. Borh explained that the
dara center was only a tentative idea in
development stage. not a hnished “deci-
sion.” They also acknowledged that the
5.5 R Coreportand the Dunn report had
not been “carelul ¢nough in their word-
ing” and had been faulty in failing o
discuss in detail the problem ol safe-
guarding  privacy. As their 1esumony
proceeded. they stressed that only statis-
tical socioeconomic data would go into
the center. not “personal™ matters such
as educational or court records. psveho-
logical rest rvesults. etc. and that the
data would e used solelv Tor statistical
analysis. Information about named indi-
viduals would not be used for regulatory
or law-enforcement purposes: this was to
be a statistical and not an intelligence
system.

As for the need to create such a data
center. the Executive spokesmen noted
that hundreds of millions ol dollars of
Federal money were being spent for
sociocconomic programs about which the
Administration. Congress and the public
had inadequate or, sometimes, no signih-
cant diata on which to plan or judge policy
alternanives.  Finally, the wiinesses  ex-
plained that evervone associated with the
data-center idea had simply assumed thar
statutory provisions would be enacted 10
limit the uses ol the daa 10 staistical
purposes and forbid all regulatory or
prosecutive use and that adminisuative
rules would have been set 1o enforce anti-
disclosure and confidentiality laws. The

BAN
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“After the sit-in, how about a lie-in at my place?”

model they had taken for granted was the
Census Bureau. which has a tighin sunune.
strict rules and no known instances of
misuse ol its data since it began operations
at the start ol the American republic.
However  persuasive  this  Exccutive
case lor the data center might seem
when summarized here. it was complete-
Iy shot down 1o flames at the Gallagher
heavings. The first missiles came {from
several computer specialists, particularly
Paul Baran of the RAND Corporation.
These winnesses informed the Congress-
men that, as long as the identities ol in-
dividuals were kept attached 1o the daa
put into the center, there was alwavs the
possibility that those managing the cen-
ter or those obtaining access 1o it coukd
convert it imo an inelligence system and
obtain a comprehensive print-out of all
the information about a target individu-
al. They also showed how much personal
and  porentially damaging information
about individuals and businesses could
be extracted by trained intelligence per-
sonnel from the kinds of data that would
be going into the proposed wnter.
When pressed by Congressman Gal-
lagher about these problems, the Exceu-
tve olficials admiued that they could not
separate wdentities from data. The center
had 10 have the name, the Social Se-
curity number or some  personal iden-
tuhication system permanently linked o
the data so that the income-tax hles of
Roger Smith could be linked o his So
cial Security and Census files and so that
the progress of idemified individuals
could be wraced through ume. Thus.
even though the identities would not ap-
pear on any of the statistics drawn. the
very nature of the system made it impos-
sible to prevent intelligence hiles from
being obtained on particular individuals.
Though several compuner specialists in-
dicaned that elaborate saleguards against
outside intrusion and many 1ypes ol in-
side misuse had  been  developed  for
national-sccurity. computer systems. none
of these technological saleguards had
been considered as ver by the data-center
proponents.  In lact.  they  displaved
considerable ignorance about design and
machine techniques for assuring privacy.
The other attack on the data center
came from legal and avil-liberty experis
testilving helore the subcomminee. Con
gressman Gallagher and his colleagues
drew  Jrom  the  Executive  witnesses
damning admissions that they had not
thought through the constitutional and
legal protections that ought o be -
tached 1o personal information given 1o
the Government for one purpose and
then compiled imo a cenvalized data
pool lor other uses. The legal specialists
showed that the svstem could have enor-
mous potential clfccs on the ditizen's
privacy and could lead 1o o major in-
arease ol power in the hands ol Federal




officials who might use the data lTor intel-
hgence purposes. Given these possibili-
ties, Congressman Gallagher argued that
thorough analysis ol the full range ol
problems was called for in advance of
any decision to start a center. Yet the
CGallagher subcomminiee established  tha
no commitee or advisory  group  had
been called in 1o consider the technolog-
ical,  psvehological,  constitutional  and
polttical implications of the data center.
despite the availability of experts on all
ol these matters,

The Gallagher hearings ended with a
promise by the Budget Burean spokes-
men that no start on the data center
would be made without seeking approv-
al from Congress, Publications as diverse
as the Nation, The Wall Street Journal,
The New York Tomes and the NAM
(Natonal Association ol Manufacturers)
Reports applanded  the  Gallagher  sub
committee for its work in halting the
“compuierized garbage pail” and “bigeest
Big Brother.” Several publicitions, noting
the weakness of the Exccutive presenta-
tions, predicted that the proposal was
probably dead.

This was once of the most premature
obitnaries in history. In October 1966,
the Kaysen committee issued its report
recommending establishment of the dara
center. Having been warned by the Con-
gressional hearings and press attacks, the
men who wrote the report included an
appendix discussing means  that should
and would be aken o guaraniee privacy.
While far more informed and thoughtful
than the Dwim report or the Bowman
testimony on this issue, the Kaysen dis
cussion of privacy still left the issues of
design saleguards and legal standards dis-
turbingly vague. Congressman Gallaghey
published an angry letter he had written
to the divector ol the Budget Bureau ex
pressing  dissauslaction with the Kaysen
report and insisting that a dearer showing
ol the need for one cenwral facility, a con-
aete description of what was going into
it and advance planning by computer
spedialists and constitutional experts were
all prerequisites for any lurther action.

In March 1967, Senator Long's sub
committee  held  further  hearings  on
the data center, questioning Kaysen and
Executive-agency proponents and hear-
ing civil-liberties objections from a law
prolessor and the Washington director ol
the American Civil Liberties Union.
Throughout the rest ol 1967, the data
center was debated at national meetings
ol groups [rom the Amcerican Bar Asso
ciation to the Joint Computer Conler-
ence, and dozens ol newspaper articles and
magazine picces explorved its implications.

In January 1968, the Long subcom-
mittee held heavings at which it pub-
lished a comprehensive survey of the
information  about individuals  that is
presently collected by each Federal agen-
cy. The survey found that many Federal
agencies were collecting more  personal
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and intrusive information than even the
most charitable concept of their legiti-
mate needs or missions could justify.
Furthermore, the Long-subcommittee sur-
vey found that a substantial segment of
these records was not presently protect-
ed by legal puarantees of conhdentiality
against disclosure. The Long hearings
also went into the rapid growth ol other
kinds of computer data centers—credit-
burean l'ﬂllll]llll.‘l" SYSLCmS. (.'I“l)]O}"III(.‘“l
data banks, law-enforcement svstems and
a host of other burgeoning data pools,
some private and totally unregulated, some
povernmenial with careful privacy safe-
guards and others lacking such measures.

As ol this writing, there is no national
data center. There has been talk by
Budget Burcau officials of attempting a
smatll (two-percent) sample of the various
data that would go into the full center,
in order 10 design the sysiem, see how it
might operate and demonstrate it for
Congressional review., There has also
been talk of creating an advisory panel
ol constitutional lawvers, Executive offi-
cials. Congressmen, social scentists and
computer specialists to help the Budget
Burcau devise the package of necessary
saleguards—a  thorough statute, adminis-
trative regulations and audit-review pro-
cedures, Some original advocates of the
center now talk ol concenrating on the
design of a limited data pool to provide
statistical analyses in a few ol the most
pressing areas of national socioeconomic
policy, such as poverty programs or Medi-
care, and build slowly outward Irom there.

Whether any ol these plans go for-
ward is now a White House decision.
The costs of starting another furor in
Congress may not have high appeal in
an clection year, and many Washinglon
observers expect the national data center
problem to be delerred until after 1968.

Ironically, much more attention was
given by Congress and the press 1o possi-
ble misuse of this statistical system than
to the quiet initiation by the FBI of its
National Crime Information Center in
1967. This uses a cenural computer to
collect and distribute national, state and
local information on stolen cars, stolen
property and certain wanted persons.
While the system is presently narrow in
scope. the plans are 10 expand it in the
[uture to collect much more intelligence
information. Which names will go into
files and what information about them
will be collected remains to be scen.
What safeguards will control the FBI
operation has not been aired in the press
or questoned in Congress. The Congres-
sional comminces that went alter Budg-
¢t Burcau and Census Bureau ofhicials
with sharp inquiries have shown no de-
sire o put questions to J. Edgar Hoover.

Looking at the national data center
debates of 1966-1967, we can see three
distinctly different approaches o the
problem of new computer technology
and privacy. The first position, reflected

in the inital thinking of most of the
Executive-agency oflicials, computer manu-
[acturers and  behavioral scientists, as-
sumed  that a modest  adaptation ol
tracivional administrative and legal safe-
guards, plus the expected sell-restraint
ol officials who would manage any statis-
tical system, would be enough to protect
the citizen’s privacy. The more rellective
spokesmen in this group would add that
our socicty is requiring greater visibility
of certain individual and group activi-
ties, in order to carry out rationally impor-
tam sociocconomic programs that have the
deep support of the American public.
Since privacy has never been an absolute
value, they reason, we should accept cer-
tain minimal risks 10 privacy as part of
the balancing of values in a free society.
The second position. reflected by the
mitial views of most newspaper editori-
als, civil-liberties groups and Congres-
sional spokesmen, is o oppose creation
ol a data center completely. The need of
Government ofhicials and behavioral sci-
cntists to have beuer statistics for policy
analysis is seen as simply inadequate
when weighed against the increase in
Federal power that such a system might
bring and the fears of depersonalization
and loss of privacy that it could gencrate
among citizens. The only situation that
would satisfy these critics would be a
“tamper-proof” sysiem in which all iden-
tities were removed from the data
The third position is the one that
seems most  perswasive  and  that  may
be the ground on which the two initial
positions will meet. now that the privacy
considerations have heen thoroughly aired.
This sees the added threats 1o privacy
from centralized data systems as requir-
ing a new legal and technical approach
to sensitive-inlormation management by
Government. While this approach would
be applied dilferentlv. according o the
type of dama center involved—statistical,
social-service or law-enlorcement—it is the
statistical center that concerns us here.
At the outset. we must recognize that
the individual’s right to limit the circula-
tion of personal information about him-
sell is a vital part of his right 1o privacy
that should not be inlringed upon without
showing strong social need and satisfying
requirements as to protective saleguards.
When  Government takes  information
from an individual {or one purpose, such
as income @xation, ensus enwmeraton or
Social Security records, and uses it o
influence, regulate or prosecute the indi-
vidual on unrelated martters, this suikes
a blow at the individual's autonomy and
violites the confidence under which the
information was originally given.
Following this view, a statistical data
center must have both "machine system”™
saleguards 1o limit the opportunities for
misuse, and legal conuols to cover those
human abuses that cannot be averted
by technology itsell. At the system level,

we should realize that storing data in
computers allows us—if we want to—io
create far more protection for sensitive
information than is possible when writ-
ten files are available for physical inspec-
tion. Information bits in the memory
banks can be locked so that only one or
several persons with special passwords can
get them out. Computers can be  pro-
gramed to reject requests for statistical
data about groups that are really designed
to get data on specific individuals or husi-
ness firms. (For example: “All the records
on clected Federal officials [rom New
York Swate who are under 15 and served
in the President’s Cabinet in the past
ten years.”) Furthermore, a dia system
can be set up so that a permanent record
is made of all inquiries. Such an “audit
trail” can be reviewed annually by the
management ol the cemter, Congressional
committees and an independent “watch-
dog” commission of public officials and
privite citizens set up for that purpose.

Though many additional ways ol
guarding a data center from outside in-
trusion or inside misuse could be out-
lined, one clear [act remains. The sysiem
can still be beaten by those in charge
of i, from the programmers who run it
and the mechanics who repair break-
downs to those who are in charge of the
enterprise and know all the passwords.
This means that a package of legal con-
wrols is absolutely essential. For example,
a Federal statute could specily that the
data was to be used solely lor statistical
purposes; could forbid all other uses 10
influence, regulate or prosecute, making
such use a arime and excluding all such
data from use as evidence in courts: and
could forbid all persons other than dara-
center employees from  access 1o the
data-center files. The data could be spe-
cifically exempted from subpocna. An
inspector general or Ombudsman tyvpe of
official could be set up to hear individual
complaints of alleged misuse, and judicial
review of the decisions in such cases
could be provided.

What this all boils down to is the lact
that American society wants both statis-
tical data and privacy. Ever since the
Constitution was written. our efforts 1o
secure both order and liberty have been
successtul - when  we  have found  ways
to grant authority to Government but to
control it with the sumdards, operating
procedures and review mechanisms that
protect individual righis. Such a balance
of powers is possible with a data cener.
it both the fears of the «itics and
the enthusiasm of 1echnical proponents
can be turned 10 constructive measures.
For the Roger Smiths, 1975 demands
elfcctive Government as well as freedom
from a data-file Big Brother. A free soci-
ety should not have 1o choose between
these values il we apply our talents for
democratic government.
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